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ABLE 1: TablelrepresentstheRD NSI Requirements Reference Table that containsLevel 3 NSI requirements and their attributes asthe appear in the
3 F&PRS Class, Currently. These NSl requirementsshall be DELETED from the L3 F& PRS Class and then ADDED to the IRD Class of RTM MAIN
atabase. The IRD NSI requirementswill be linked to the corresponding L3 F& PRS Level_3requirements contained in Table 2 and the corresponding

wel_3 RBR requirements contained in Table 3.

RD Rqt_Id

Raqt

Rqt Text

Rqt

Clarific

At

Rat

Rat

Rqt Title

NSI-0010

)

NS, responsible for EOSDIS "Mission Success' network services,

shall provide network connectivity to the following ECS facilities:

a ECS at the GSFC DAAC, Goddard Space Flight Center
(GSFC), Greenbelt, Maryland

h ECS Operations Center (EOC), Goddard Space Flight Center
(GSFC), Greenbelt, Maryland

C System Monitoring and Coordination facility (SMC), Goddard
Space Flight Center (GSFC), Greenbelt, Maryland

d ECS at the EDC DAAC, Earth Resources Observation System
(EROS) Data Center (EDC), Sioux Falls, South Dakota

e ECS at the JPL DAAC, Jet Propulsion Laboratory (JPL),
Pasadena, California

f. ECS at the LaRC DAAC, Langley Research Center (LaRC),
Hampton, Virginia

g ECS at the NSIDC DAAC, University of Colorado, National
Snow and Ice Data Center (NSIDC), Boulder, Colorado

h ECS at the ASF DAAC, University of Alaska, Alaska Synthetic
Aperture Radar (SAR) Facility (ASF), Fairbanks, Alaska

Er’Hé'édural

camrs

S aRe

PP ved

NSI support to provides networks
connectivity.

NSI-0020

1552

NSI shall provide support for TCP/IP communication protocols and
service80FEaNthe MSFC DAAC. Marshall Space Flight Center

procedural

CSMS

origina

approved

NSI support for TCP/IP communication
protocol and services

NSI-0030

1553

NSI shal1 $eeg, tHeneana)inapbreending and ECS shal have the
capability of receiving notification of faults in NSI's network that may
affect the quality of NS

NSI-0040

1554

interface

CSMS

origina

approved

NSI capability to send - ECS capability to
receive fault notification.

services hetween FCS and itsisers
NSI shall make available to ECS information regarding fault status and
estimated time to repair or resolve NS| faults that may affect the
quality of NSI

NSI-0050

1555

interface

CSMS

origina

approved

NSI make available fault status and
estimated time for repairs to ECS.

services hetween FCS and itsuisers
NSI shall provide ECS with periodic summary information about faults
that may have affected the quality of NSI services between ECS and

itsuisers

interface

CSMS

origina

approved

NSI provides periodic summary information
about faults to ECS.

NSI-0060

1556

NSI shall provide ECS SMC with load analysis reports, reflecting or
summarizing NSI performance measurements over various time
intervals

interface

CSMS

origina

approved

NSI provides load analysis to ECS SMC.

NSI-0070

1557

NSI shall have the capability of sending and ECS shal have the
capability of receiving notification of security breaches at NS sites o
within the NSI network t! fect ECS dites

NSI-0080

1558

interface

CSMS

origina

approved

NSI capability to send - ECS capability to
receive security breach notification.

hat could patentially af
ECS shal have the capability of sending and NS| shal have the
capability of receiving notification of security breaches at ECS
foiliti n g

interface

CSMS

origina

approved

ECS capability to send - NSI capability to
receive security breach notification.
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ABLE 2: Table2isareferencetablethat showsthelL3 F& PRSLevel 3 requirementsand their link relationship to the NSI IRD requirements of the IRD
lass.
.PRS Rqt Rqt | Text Rqt IRDL3 IRD Rqt Rqt Seg
t_1d Src_ld Key Title Raqt_ld Text Type Alloc
)SD0500 | EOSD0O500 7 _ECS shall perform the following major functions: ECS perfom major NSI-0030 NSl shall have the capability of|interface | CSM
a_EOS Mission Planning and Scheduling functions sending and ECS shall have the
b._EOS Mission Operations capability of receiving notification
g'—ggmmmfcgﬂgncsogggo:\l etworkin of faults in NSI's network that may
e:_DaltaInput 9 affect the quality of NSI services
f._Data Processing between ECS and its users.
g._Data Storage
h._Data Distribution
i._Information Management
j._End-to-End Fault Management
k__Svustam-Manadement.
)SD0500 = i NSI-0040 | NSI shall make available to ECS information | interface | CSM
- regarding fault status and estimated time to
repair or resolve NS faults that may affect
the quality of NSI services between ECS and
)SD1000 | EOSD1000 23 _ECS elements shall contribute a loop delay of not greater than 2.5 Element Delay NSI-0050 | N'SI"shall provide ECS with periodic]|interface | CSNM
seconds of the total system delay of five (5) seconds for emergency Contribution summary information about faults
real-time commands, not including the time needed for command that may have affected the quality
execution. The loop delay is measured from the originator to the of NSI services between ECS and its
spacecraft/instrument and back and only applies when a Tracking and
Data Relay Satellite System (TDRSS) link is available for contact to USers.
)SD2100 | EOSD2100 57 MheP eSS téthnical security policy planning shall be comprehensive | Security Policy NSI-0070 [ NSI shall have the capability of|interface | CSM
and shall cover at least the following areas: Planning sending and ECS shall have the
a._Applicability of the C2 Level of Trustedness as defined by the NSA capability of receiving notification
b._Applicability of the C2 Object Reuse capability of security breaches at NSI sites or
c._Discretionary control and monitoring of user access ithin the NSI t K that ld
d._ECS communications, network access, control, and monitoring within - the network cou
e._Computer system "virus' monitoring, detection, and remedy potentially affect ECS sites.
f._Data protection controls
g._Account/privilege management and user session tailoring
h._Restart/recovery
i._Security audit trail generation
j._Security analysis and reporting
)SD2100 i A NSI-0080 | ECS shall have the capability of sending and | interface | CSM
- NSI shall have the capability of receiving
notification of  security breaches a ECS
facilities that could affect NSI and other
)SD2510 | EOSD2510 63 _ECS elements shall maintain an audit trail of: Audit Trail NSI-0070 | NS shall  have the capability of |interface | CSNM
a._All accesses to the element security controlled data Maintenance sending and ECS shall have the
b._Users/processes/el ements requesting access to element security capability of receiving notification

controlled data

c._Data access/manipulation operations performed on security
controlled data

d._Date and time of access to security controlled data

e._Unsuccessful access attempt to the element security controlled data
by unauthorized users/elements/processes

f._Detected computer system viruses and worms

q _Ar‘tinn: taken to contain or destrov a virus

of security breaches at NS| sites or
within the NSI network that could
potentially affect ECS sites.
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)SD2510

NSI-0080

ECS shall have the capability of sending and
NSI shall have the capability of receiving
notification of security breaches at ECS
facilities that could affect NS and other

FOSHLC cit

interface

CSW

)SD2710

EOSD2710

69

_ECS elements shall report all detected computer viruses and actions
taken to the SMC.

Virus detection and
Actions

NSI-0070

NS shall” have the capability of sending and
ECS shal have the capability of receiving
notification of security breaches at NS| sites
or within the NSI network that could

interface

CSh

)SD2710

NSI-0080

ECS shalf have the capability of sending and
NSI shall have the capability of receiving
notification of security breaches at ECS
facilities that could affect NSI and other

EOSPHLS it

interface

CSh

1C-3380

SMC-3380

1083

_The SMC shall evaluate overall system performance.

Evaluate system
performance

NSI-0060

NS sl provide ECS SMC with load
analysis reports, reflecting or summarizing
NSI performance measurements over various

time-intenals,

interface

CSh

1C-4310

SMC-4310

1090

_The SMC shall perform fault analysis including, at a minimum:
a._lIsolation

b._L ocation

c._ldentification

d._Characterization

Fault analysis

NSI-0050

NSI shall provide ECS with periodic
summary information about faults
that may have affected the quality
of NSI services between ECS and its
users.

interface

CSW

N-0003

ESN-0003

1183

“The ESN shall enable researchers on existing networks (TCP/IP and
GOSIP) to gain access to data and ECS services in a transparent
manner to the underlying differences between the networks.

Transparent access
to ECS

NSI-0020

NSI shall provide support for
TCP/IP communication protocols
and services to ESN.

procedur
al

CSh

N-1430

ESN-1430

1239

_The ESN shall provide the following security event functions:
a._Event detection

b._Event reporting

c._Event logging

Security
mechanisms

NSI-0070

NSI shal have the capability of sending and
ECS shall have the capability of receiving
notification of security breaches at NS| sites
or within the NSI network that could

interface

CSh

N-1430

NSI-0080

ECS shalf have the c‘ép’ébﬁty of sending and
NSI shall have the capability of receiving
notification of security breaches at ECS
facilities that could affect NSI and other

[elatany] it

interface

CSh

N-1180

ESN-1180

1242

_The ESN shall interoperate with NSI to provide user access to ECS.

Interoperate with
NS

NSI-0020

N3SI™ shall provide support for
TCP/IP communication protocols
and services to ESN.

procedur
al

CSh

N-1340

ESN-1340

1245

_The ESN shall provide support for TCP/IP communications protocols
and services to external interfaces as required by the IRDs.

TCP/IP support

NSI-0020

NSI shall provide support for
TCP/IP communication protocols
and services to ESN.

procedur
al

CSh

1C-5340

SMC-5340

1257

_The SMC shall perform security risk analyses and compromise
detection.

Security analysis
and detection

NSI-0070

NSI shal have the capability of sending and
ECS shall have the capability of receiving
notification of security breaches at NS| sites
or within the NSI network that could

interface

CSh

1C-5340

NSI-0080

ECS shalf have the c‘ép’ébﬁty of sending and
NSI shall have the capability of receiving
notification of security breaches at ECS
facilities that could affect NSI and other

EOSHIC it
=

interface

CSh

OO SHES:
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N-0006 ESN-0006 1463 | _ESN shal interface with NSI to reach all external non-ECS network- NSI interface NSI-0010 NS, responsible for EOSDIS "Mission procedur | CSv
attached facilities and science users. Success' network services, shall provide al

network connectivity to the following ECS

facilities:

a ECS at the GSFC DAAC, Goddard
Space Flight Center (GSFC),
Greenbelt, Maryland

h ECS Operations Center (EOC),
Goddard Space Flight Center (GSFC),
Greenbelt, Maryland

C System Monitoring and Coordination
facility (SMC), Goddard Space Flight
Center (GSFC), Greenbelt, Maryland

d ECS at the EDC DAAC, Earth
Resources Observation System
(EROS) Data Center (EDC), Sioux
Falls, South Dakota

e ECS at the JPL DAAC, Jet Propulsion
Laboratory (JPL), Pasadena,
California

f. ECS at the LaRC DAAC, Langley
Research Center (LaRC), Hampton,
Virginia

g ECS at the NSIDC DAAC, University
of Colorado, National Snow and Ice
Data Center (NSIDC), Boulder,
Colorado

h ECS at the ASF DAAC, University of
Alaska, Alaska Synthetic Aperture
Radar (SAR) Famllty (ASF),

N-0780 | ESN-0780 1469 | _The network elements including the Internet_interfaces, shall have the | Element stalistics | NSI-0030 | NSI_shal” hava e capability of | interface | CSwm
capability to reporting sending -cand, E%ﬁeaﬂ ve the
report, periodically and on an interactive basis , network statistics to capab| 7 Xr of r |V|nq: {fication
the ESN L o . of s r}e e )ih er}nea{y
network management function, including the following information: affect al tun f RISI
a._Network round trip delay 1y 0 serV| Ces
b._Network reset and restart indications between ECS and its users.
c._Outages and CRC errors
d. Performance statistics

N-0780 _ NSI-0040 | NSI shall make available to ECS information | interface | CSM

regarding fault status and estimated time to

repair or resolve NS| faults that may affect

the quality of NSI services between ECS and

N-0780 NS-0050 | Ner S provide ECS with periodic summary | interface | CSM

information about faults that may have
affected the quality of NS services between
ECS-—and-Hs-users
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N-1380 ESN-1380 1472 | _The ESN shall provide countermeasures for the following security Thregts_ _ NSI-0070 NSl shall have the capability of|interface | CSV
threas related ameliarization sending and ECS shall have the
to datz_fc_ommunlga(tjlons.‘ et hile . h capability of receiving notification
ge_t\r;v]grll ication of data (i.e., manipulation) while in transit over the of security breaches at NS sites or
b._disclosure of authentication information Wlthm. the NS network. that could
c._degradation in network or processing resource performance through potentially affect ECS sites.
denial
of service attack
d._Impersonation of authentication credentials or authorization
N-1380 privileges. NSI-0080 ECS shall have the capability of sending and | interface | CSM
_ NSl shal have the capability of receiving
notification of security breaches a ECS
facilities that could affect NSI and other
N-1070 ESN-1070 1476 | _The ESN shall provide the capability to perform the following Statistics services NSI-0060 | NSI" shall ~ provide ECS SMC with|interface | CSM

functions, at a

minimum:

a._generate/collect network statistics

b._control collection/generation of network statistics
C._store system statistics and statistical histories
d._display the system statistics

load analysis reports, reflecting or
summarizing NS performance
measurements over various time
intervals.

€._track ena-to-end transaction perrormance_
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ABLE 3: Table3isareferencetablethat showstherelationship between the Level_3 IRD requirements from the IRD Class and the corresponding RBR
quirementsfrom the Req_By_Rel Class. The RBR requirements currently residein the Req_By_ Rel Classof RTM MAIN and shall belinked to the IRD
Sl requirements of the IRD Class via this CCR.

D Rqt_lId RBR Rqt_Id Rat Rel | Rqt Text Raqt Clarific
Key Type

SI-0010 NSI-0010#A 6229 A NS, responsible for EOSDIS "Mission Success' network services, shall provide network connectivity to the following ECS facilities: procedural
a ECS at the GSFC DAAC, Goddard Space Flight Center (GSFC), Greenbelt, Maryland
c System Monitoring and Coordination facility (SMC), Goddard Space Flight Center (GSFC), Greenbelt, Maryland

ECS at thal aRC DAAC | arch Cantar (I aRC) _Haomntan \/irqinia

SI-0020 NSI-0020#A 6230 | A NSI shall provide support for TCP/IP @o%mumcanon protocols and’services to ESN. procedural

SI-0030 NSI-0030#A 6231 A NSI shall have the capability of sending and ECS shall have the capability of receiving notification of faults in NSI's network that may | interface
gifect the quality of NS services befween ECS and its users

SI-0040 NSI-0040#A 6232 A NSI shall make available to ECS information regarding fault status and estimated time to repair or resolve NS| faults that may affect the | interface
quality of NSI services between ECS and its users,

SI-0050 NSI-0050#A 6233 A NSI shall provide ECS with periodic summary information about faults that may have affected the quality of NSI services between ECS and | interface
jitsusers,

SI-0060 NSI-0060#A 6234 A NSI shall provide ECS SMC with load analysis reports, reflecting or summarizing NSI performance measurements over various time | interface

SI-0060 NSI-0060#A 6234 A Ngireépksl provide ECS SMC with load analysis reports, reflecting or summarizing NS| performance measurements over various time | interface

SI-0070 NSI-0070#A 6235 A NgireBESl have the capability of sending and ECS shall have the capability of receiving notification of security breaches at NSI sites or | interface
within the NSI network that could potentially affect ECS sites

SI-0080 NSI-0080#A 6236 A ECS shall have the capability of sending and NSI shall have the capability of receiving notification of security breaches at ECS facilities | interface
that could affect NS| and other EQSDIS sites,

SI-0010 NSI-001048 6237 B NSI, responsible for EOSDIS "Mission Success' network services, shall provide network connectivity to the following ECS facilities: procedural
a ECS at the GSFC DAAC, Goddard Space Flight Center (GSFC), Greenbelt, Maryland
h ECS Operations Center (EOC), Goddard Space Flight Center (GSFC), Greenbelt, Maryland
C System Monitoring and Coordination facility (SMC), Goddard Space Flight Center (GSFC), Greenbelt, Maryland
d ECS at the EDC DAAC, Earth Resources Observation System (EROS) Data Center (EDC), Sioux Falls, South Dakota
e ECS at the JPL DAAC, Jet Propulsion Laboratory (JPL), Pasadena, California
f. ECS at the LaRC DAAC, Langley Research Center (LaRC), Hampton, Virginia
o] ECS at the NSIDC DAAC, University of Colorado, National Snow and Ice Data Center (NSIDC), Boulder, Colorado

SI-0020 NSI-0020#B 6238 | B NSI shadlGSsaali HeesApporD foh CCEMPY etsmiyhoni AarekeprdtesoisSyiakeind deped ESNRadar (SAR) Facility (ASF), Fairbanks, Alaska procedural

SI-0030 NSI-00304B 6239 B NSI shall have the capability of sending and ECS shall have the capability of receiving notification of faults in NSI's network that may | interface
affect the quality of NS services befween ECS and its users.

SI-0030 NSI-0030#B 6239 B NSI shall have the capability of sending and ECS shall have the capability of receiving notification of faults in NSI's network that may | interface
affect the quality of NS| services befween ECS and its users

SI-0040 NSI-00404B 6240 B NSI shall make available to ECS information regarding fault status and estimated time to repair or resolve NS| faults that may affect the | interface
quality of NSI services befween ECS and ifs users,

SI-0040 NSI-00404#B 6240 B NSI shall make available to ECS information regarding fault status and estimated time to repair or resolve NSl faults that may affect the | interface
quality of NSI services between ECS and its users,

SI-0050 NSI-00504B 6241 B NSI shall provide ECS with periodic summary information about faults that may have affected the quality of NSI services between ECS and | interface
jitsusers,

SI-0050 NSI-005048 6241 B NSI shall provide ECS with periodic summary information about faults that may have affected the quality of NSI services between ECS and | interface
jitsusers,

SI-0060 NSI-00604B 6242 B NSI shall provide ECS SMC with load analysis reports, reflecting or summarizing NSI performance measurements over various time | interface

SI-0060 NSI-00604#B 6242 B NireBk$! provide ECS SMC with load analysis reports, reflecting or summarizing NSI performance measurements over various time | interface

SI-0060 NSI-00604B 6242 B Ngingksl provide ECS SMC with load analysis reports, reflecting or summarizing NSI performance measurements over various time | interface

SI-0070 NSI-00704B 6243 B Ngirgakdl have the capability of sending and ECS shall have the capability of receiving notification of security breaches at NS sites o | interface
within the NSI network that could potentially affect ECS sites

SI-0070 NSI-0070#B 7243 B NSI shall have the capability of sending and ECS shall have the capability of receiving notification of security breaches at NS| sites or | interface
within the NS| network that could potentially affect ECS sites

SI-0080 NSI-00804#B 6244 B ECS shall have the capability of sending and NS| shall have the capability of receiving notification of security breaches at ECS facilities | interface
that could affect NS and other EQSDIS sites

SI-0080 NSI-00804#B 6244 B ECS shall have the capability of sending and NS| shall have the capability of receiving notification of security breaches at ECS facilities | interface

that could affect NSI and other EQSDIS sites,
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ABLE 4: Table4isareferencetablethat showsthe IRD RBR requirementscurrently in the RBR Classof RTM MAIN and the associated Level_4
quirementsthat arecurrently linked to the RBRs.

BR Raqt Rel | Rqgt Text Rat Clarific | Seg L4 Id RQT | REL | Text Raqt Src Dest Clar
N RVIaY=Y Allac Ko Tune Lt Lt
a?()om#A 6% | A NSI, responsible for EOSDIS "Mission procedural CSMS i o
Success' network services, shall
provide network connectivity to the
following ECS facilities:
a ECS at the GSFC DAAC, Goddard
Space Flight Center (GSFC),
Greenbelt, Maryland
C System Monitoring and Coordination
facility (SMC), Goddard Space
Flight Center (GSFC), Greenbelt,
Maryland
f ECS at the aRC DAAC | aleL
SI-00204#A | 6230 NSl shal é@y@p@égp%n(%@m%ﬁ ton procedural CSMS
COMMUR Cafa, profocols and séfvices too
SI-0030#A | 6231 | A NS\ shall havethe capability of sending and | interface CSMS | C-MSS-60160 A The MSS EMC Fault functiona
ECS shdl have the capability of receiving 215 Management |
notification of faults in NSI's network that Application Service
may affect the quality of NSI services shall have the capability
between ECS and its users. to receive notifications
of detected faults and
degradation of
performance from:a._Site
fault management
applicationsb, Other
SI-00404#A 6232 | A NSI shall make available to ECS information | interface CSMS | C-MSS-60160 A eletbS)shdiskalt functiona
regarding fault status and estimated time to 215 MepimrgEMeBiction 5.1. I
repair or resolve NS| faults that may affect Application Service
the quality of NSI services between ECS and shall have the capability
its users. to receive notifications
of detected faults and
degradation of
performance from:a._Site
fault management
applicationsb,_Other
SI-0050#A 6233 | A NSl shal provide ECS with periodic | interface CSMS | C-MSS-60180 A eherbSyhfsralt functiona
summary information about faults that may 223 NesimR@EIMeBéction 5.1. |

have affected the quality of NSI services
between ECS and its users.

Application Service
shall be capable of
receiving summarized
fault notification and
performance degradation
data from:a._Site fault
management
applicationsb,_Other

external systems as
defined in Section 5.1.
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SI-00604#A 6234 NSI shal provide ECS SMC with load | interface CSMS | C-MSS-66150 9125 | A The MSS EMC functiona
analysis reports, reflecting or summarizing Performance |
NSI performance measurements over various Management
time intervals. Application Service
shall be capable of
receiving performance
data from:a. Site
performance
management
applicationsh. Other
external systems as
defined-in-Section-5-1-of
SI-0060#A 6234 NSl shdl provide ECS SMC with load | interface CSMS | C-MSS-66160 9127 | A HEMSion of functiona
analysis reports, reflecting or summarizing Bei enmggee |
NSI performance measurements over various Management
time intervals. Application Service
shall be capable of
receiving summarized
performance data from:a.
Site performance
management
applicationsb. Other
external systems as
definad-in-Section-5.1 of
SI-0070#A | 6235 NSI shall have the capability of sending and | interface CSMS | C-MSS-10080 | 2351 | IR1 Soishatipesface | interface [ NS MSS
ECS shdl have the capability of receiving BhoHe NASA Science
notification of security breaches at NS sites Internet (NSI) to
or within the NSI network that could exchange data identified
potentially affect ECS sites. in Table 5.1-1 as
specified in ECSINSI
SI-0080%A | 6236 ECS shdll have the capability of sending and | interface CSMS | C-MSS10080 | 2351 | IRL | THE NESEPmiddace | interface | MS | NS
NSI shall have the capability of receiving with the NASA Science S

notification of security breaches a ECS
facilities that could affect NSI and other
EOSDIS sites.

Internet (NSI) to
exchange data identified
in Table 5.1-1 as
specified in ECS/NSI

IRD, 194-219-3E1-UUL.




CR # 96-0570

gell
SI-0010#B 6237 NSI, responsible for EOSDIS "Mission procedural CSMS
Success' network services, shall provide
network connectivity to the following ECS
facilities:
a ECS at the GSFC DAAC, Goddard
Space Flight Center (GSFC),
Greenbelt, Maryland
h ECS Operations Center (EOC),
Goddard Space Flight Center
(GSFC), Greenbelt, Maryland
C System Monitoring and Coordination
facility (SMC), Goddard Space
Flight Center (GSFC), Greenbelt,
Maryland
d ECS at the EDC DAAC, Earth
Resources Observation System
(EROS) Data Center (EDC), Sioux
Falls, South Dakota
e ECS at the JPL DAAC, Jet
Propulsion Laboratory (JPL),
Pasadena, California
f. ECS at the LaRC DAAC, Langley
Research Center (LaRC), Hampton,
Virginia
g ECS at the NSIDC DAAC, University
of Colorado, National Snow and Ice
Data Center (NSIDC), Boulder,
Colorado
SI-0020#B 6238 NSI shall provide support for TCP/IP procedural CSMS
ROMMUAICAL ant Qs A hoesrtdh of
SI-0030#B 6239 SN .shall | Bavg the: ajlitedt 2epelifigeand | interface CSMS | C-MSS-60160 The MSS EMC Fault functiona

ECS SrRicirAe Faeift| yadkyecaving
notificatignpghkfaliadm NSI's network that
may affect the quality of NSI services
between ECS and its users.

215

Management
Application Service
shall have the capability
to receive notifications
of detected faults and
degradation of
performance from:a._Site
fault management
applicationsb,_Other

external systems as
defined in Section 5.1.
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SI-0030#B 6239 NSI shall have the capability of sending and | interface CSMS | C-MSS-60161 7792 The MSS EMC Fault functional
ECS shdl have the capability of receiving M anagement
notification of faults in NSI's network that Application Service
may affect the quality of NSI services shall have the capability
between ECS and its users. to receive notifications
of detected faults and
degradation of
performance from:
a. Site fault management
applications
b. EBnet
c. ASTER
d. NOAA (SAA)
SI-00404B | 6240 NSI shall make available to ECS information | interface CSMS | C-MSS-60160 E\ EMCault functional
regarding fault status and estimated time to 215 V ent
repair or resolve NSI faults that may affect & §i n Service
the quality of NSI services between ECS and shall have the capability
its users. to receive notifications
of detected faults and
degradation of
performance from:a._Site
fault management
applicationsb._Other
SI-0040#B | 6240 NSI shall make available to ECS information | interface CSMS | C-MSS-60161 | 7792 elerMbS)shshalt functional
regarding fault status and estimated time to WesirrgEMEeBsCtion 5.1.
repair or resolve NS faults that may affect Application Service
the quality of NSI services between ECS and shall have the capability
its users. to receive notifications
of detected faults and
degradation of
performance from:
a. Site fault management
applications
b. EBnet
c. ASTER
d. NOAA (SAA)
SI-00504B | 6241 NSl shal provide ECS with periodic | interface CSMS | C-MSs-60180 E\ EMCault functiona
summary information about faults that may 223 V ent |
have affected the quality of NSI services & §i n Service

between ECS and its users.

shall be capable of
receiving summarized
fault notification and
performance degradation
data from:a._Site fault
management
applicationsb,_Other

external systems as
defined in Section 5.1.
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SI-0050#B

6241

NSl shall provide ECS with periodic
summary information about faults that may
have affected the quality of NSI services
between ECS and its users.

interface

CSMS

C-MSS-60181

7794 | B

The MSS EMC Fault
Management
Application Service
shall be capable of
receiving summarized
fault notification and
performance degradation
data from: a Site fault
anagement applications
b. EBnet

c. ASTER

d. NOAA(SAA)

Aaot(ANAN IO

functiona
|

SI-0060#B

6242

NSI shal provide ECS SMC with load
analysis reports, reflecting or summarizing
NSI performance measurements over various
time intervals.

interface

CSMS

C-MSS-66150

9125 | A

ISSEMC™’
eice
anagement
Application Service
shall be capable of
receiving performance
data from:a. Site
performance
management
applicationsh. Other

external systems as
defined-Ha-Section-5-1-of

functiona
|

SI-00604B

6242

NSI shal provide ECS SMC with load
analysis reports, reflecting or summarizing
NSI performance measurements over various
time intervals.

interface

CSMS

C-MSS-66160

9127 | A

RAtvSion of
beiermange
Management
Application Service
shall be capable of
receiving summarized
performance data from:a.
Site performance
management
applicationsh. Other

external systems as
defined-i-Section-5-1-of

functiona
|

SI-0060#B

6242

NSI shal provide ECS SMC with load
analysis reports, reflecting or summarizing
NSI performance measurements over various
time intervals.

interface

CSMS

C-MSS-66151

7819 | B

H@CM%I% on 304-

ance
Management
Application Service
shall be capable of
receiving performance
data from: a. Site
performance
management

applications b. EBnet c.
AQTFP d NOAA(SAA)

functiona
|

SI-0070#B8

6243

NSI shall have the capability of sending and
ECS shdl have the capability of receiving
notification of security breaches at NS sites
or within the NSI network that could
potentially affect ECS sites.

interface

CSMS

C-MSS-10080

2351 | IR1

Ndbml}JASA%aence
nternet (NSI) to
exchange data identified
in Table 5.1-1 as
specified in ECS/NSI

interface

NS

MSS

IRD, 194-Z19-5E1-UUL.
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SI-0070#B 6243 NSI shall have the capability of sending and | interface CSMS | C-MSS-70480 7839 | B The MSS Security interface NS MSS
ECS shdl have the capability of receiving M anagement
notification of security breaches at NS sites Application Service
or within the NSI network that could shall have the capability
potentially affect ECS sites. to receive from NSI,
notification of security
breaches at NS| sites or
within the NSI network
that could potentially
SI-00804B 6244 ECS shall have the capability of sending and | interface CSMS | C-MSS-10080 2351 | IR1 d@tfec/BSSIselésnterface | interface MS NS
NSI shall have the capability of receiving with the NASA Science S
notification of security breaches a ECS Internet (NSI) to
facilities that could affect NSI and other exchange data identified
EOSDIS sites. in Table 5.1-1 as
specified in ECS/NSI
SI-0080#B | 6244 ECS shall have the capability of sending and | interface CSMS | C-MSS-70478 | 7838 | B TR ME5 238 ty 00 interface | MS NS
NSI shall have the capability of receiving M anagement S

notification of security breaches at ECS
facilities that could affect NSI and other
EOSDIS sites.

Application Service
shall have the capability
to send to NS,
notification of security
breaches at ECS

Tacilities that could
affect NSI and other
EOSDIS sites.
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able5: Table5isareferencetablethat showsthereationship between the External_Interface Class and the NS| requirementsin the Req_By_Rel Class.

External interface id | Inteface verification Sender Receiver RBR ClassRqt ID
NSlI#Fault Notification | verified TBS NSI TBS (A)
NSI#Fault Resolution verified TBS NSI TBS (A)
NSI#Fault Notification | verified CsEmMailRelA NSI TBS (B)
NSI#Fault Resolution verified CsEmMailRelA NSI TBS (B)
NSI#Fault Notification | verified NSI MsTtManager NSI-0030#A
NSI#Fault Resolution verified NS CsEmMailRel A NSI-00404#A
NSlI#Fault Notification | verified NSI MsTtManager NSI-0030#B
NSlI#Fault Resolution verified NSI CsEmMailRelA NSI-0040#B
NSlI#Intrusion Detection | verified NSI CsEmMailRelA NSI-0070#A
Notification

NSI#lIntrusion Detection | verified CsEmMailRelA NSI NSI-0080#A
Notification

NSI#Intrusion Detection | verified NSI CsEmMailRelA NSI-0070#B
Notification

NSl#Intrusion Detection | verified CsEmMailRelA NS NSI-0080#B
Notification

NSI#Load Analysis verified NSI CsEmMailRelA or | NSI-0060#A
Reports CsFtFTPRelA

NSlI#Load Analysis verified NSI CsEmMailRelA or | NSI-0060#B
Reports CsFtFTPRel A

NSI#User Data verified CsEmMailRelA or | NSI TBS

Characterization

CsFtFTPRelA
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ABLE 6: Table 6 shows the links that shall be DELETED between the NSI requirements in the L3 F& PRS Class and the IRD RBR requirements that currently
ist in the Reg_By_Rél Class of RTM MAIN.

L3 F&PRSNS RBR Rqt_Id
Rqt_Id

NSI-0010 NSI-0010#A
NSI-0010 NSI-0010#B
NSI-0020 NSI-0020#A
NSI-0020 NSI-0020#B-
NSI-0030 NSI-0030#A
NSI-0030 NSI-00304B-
NSI-0040 NSI-00404#A
NSI-0040 NSI-0040#B
NSI-0050 NSI-0050#A
NSI-0050 NSI-00504B-
NSI-0060 NSI-0060#A
NSI-0060 NSI-00604B-
NSI-0070 NSI-0070#A
NSI-0070 NSI-0070#B
NSI-0080 NSI-0080#A
NSI-0080 NSI-0080#B-
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ABLE 7: Table7 showsthe NS requirementsthat shall be DELETED from theL3 F&PR Class of RTM MAIN.
1e following NSI requirements and their links are to be deleted from the L3 F&PRS Class since they were mistakenly placed into the L3 _F&PR Class via CCR-96-0316A an
ould be removed. In addition, the requirement named NSI-0010 currently appears twice in RTM MAIN with two different Rtm keys [ 1551 and 1559]. Both requirements,

31[1551] and NSI[1559] shall be deleted from the L3_F&PRS Class by this CCR.

L3Rqt_Id Raqt Rat Clarific Seg Rat Rat Rqt Title
Key Type Alloc source Status
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~
—

CSMS | originae | approved NS|suppert-to-provides-networks
nrotocol_an [«/a'aViVala'ad
about faplts to ECS

NS services hotweon ECS and itsueors.
petwerk that canld notentially offect ECS gites

NS and ather EQSDIS siteg
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ABLE 8: Table 8 showsthe RD NSI requirementsthat shall be ADDED to the IRD Class of RTM MAIN by this CCR.

1e Rtm Key is New sincethisisthefirst instance of these requirementsin the IRD Class.

IRD Rqt_Id Rtm Rqt Text Rat Clarific Src Destin Rqt Title
Key Type Interf Interf
NSI-0010 New NSI, responsible for EOSDIS "Mission Success' network services, procedural NSI support to provides networks
shall provide network connectivity to the following ECS facilities: connectivity.
a ECS at the GSFC DAAC, Goddard Space Flight Center
(GSFC), Greenbelt, Maryland

b ECS Operations Center (EOC), Goddard Space Flight Center
(GSFC), Greenbelt, Maryland

o System Monitoring and Coordination facility (SMC), Goddard
Space Flight Center (GSFC), Greenbelt, Maryland

d ECS at the EDC DAAC, Earth Resources Observation System
(ERQS) Data Center (EDC), Sioux Falls, South Dakota

e ECS at the JPL DAAC, Jet Propulsion Laboratory (JPL),
Pasadena, California

f. ECS at the LaRC DAAC, Langley Research Center (LaRC),
Hampton, Virginia

a ECS at the NSIDC DAAC, University of Colorado, National
Snow and Ice Data Center (NSIDC), Boulder, Colorado

h ECS at the ASF DAAC, University of Alaska, Alaska Synthetic
Aperture Radar (SAR) Facility (ASF), Fairbanks, Alaska

NSI-0020 New NSI shall provide support for TCP/IP communication protocols and procedural NSI support for TCP/IP communication
Lervicet he MSFC DAAC, Marshall Space Flight Center protocol and services.

NSI-0030 New NSI_shalV! izlg. HENERAAA ifylagAdanding and ECS shall have the | interface NS ECS NSI capability to send - ECS capability to

capability of receiving notlflcailon of faultsin NSlI's network that may receive fault notification.
affect the quality of NSI services between ECS and its users,

NSI-0040 New NSI shall make available to ECS information regarding fault status and | interface NS ECS NSI make available fault status and
estimated time to repair_or resolve NSl faults that may affect the estimated time for repairs to ECS.
quality of NSI services between ECS and its users

NSI-0050 New NS shall provide ECS with periodic_summary information about faults | interface NS ECS NSI provides periodic summary information
that may have affected the quality of NSI services between ECS and about faults to ECS.
jts users,

NSI-0060 New NSI shall provide ECS SMC with load analysis reports, reflecting o | interface NS ECS NSI provides load analysis to ECS SMC.
summarizing_ NSI_performance _measurements _over various _time
intervals,

NSI-0070 New NSI shall have the capability of sending and ECS shall have the | interface NS ECS NSI capability to send - ECS capability to
capability of receiving notification of security breaches at NSI sites o receive security breach notification.
within the NSI network that could potentially affect ECS sites,

NSI-0080 New ECS shal have the capability of sending and NS| shall have the | interface ECS NS ECS capability to send - NSI capability to

capability of receiving notification of _security breaches at ECS
facilities that could affect NSI and other EQOSDIS sites

receive security breach notification.




CR # 96-0570
ge 20

ABLE 9: Table9represent thelinksthat shall be CREATED between the L3 _F& PRSrequirementsand L3 IRD NSI requirements.

L3 F&PRS IRDNSI L3
Rqt_Id Rqt_Id
EOSDO0500 NSI-0030
EOSDO0500 NSI-0040
EOSD1000 NSI-0050
EOSD2100 NSI-0070
EOSD2100 NSI-0080
EOSD2510 NSI-0070
EOSD2510 NSI-0080
EOSD2710 NSI-0070
EOSD2710 NSI-0080
ESN-0003 NSI-0020
ESN-0006 NSI-0010
ESN-0780 NSI-0030
ESN-0780 NSI-0040
ESN-0780 NSI-0050
ESN-1070 NSI-0060
ESN-1180 NSI-0020
ESN-1340 NSI-0020
ESN-1380 NSI-0070
ESN-1380 NSI-0080
ESN-1430 NSI-0070
ESN-1430 NSI-0080
SMC-3380 NSI-0060
SMC-4310 NSI-0050
SMC-5340 NSI-0070
SMC-5340 NSI-0080
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ABLE 10: Table 10 presentsthelinksthat shall be CREATED between the Level_3 IRD NSI requirementsin the IRD Class and the IRD RBR
quirements currently existing in the Req_By_Rel Classof RTM MAIN.

L31RD Rqt_Id RBR Rqt_Id
NSI-0010 NSI-0010#A
NSI-0010 NSI-0010#B
NSI-0020 NSI-0020#A
NSI-0020 NSI-0020#8
NSI-0030 NSI-0030#A
NSI-0030 NSI-0030#B
NSI-0040 NSI-0040#A
NSI-0040 NSI-0040#B
NSI-0050 NSI-0050#A
NSI-0050 NSI-0050#B
NSI-0060 NSI-0060#A
NSI-0060 NSI-0060#B
NSI-0070 NSI-0070#A
NSI-0070 NSI-0070#8
NSI-0080 NSI-0080#A
NSI-0080 NSI-0080#B
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ABLE 11: Table 11 representsthelinksthat shall be CREATED between the External Interface and the NSI RBR requirements of the Req_By_Rel Class.

External_interface id | RBR ClassRqt_ID
NSI#Fault Notification
NSI#Fault Resolution

NSI#Fault Notification
NSI#Fault Resolution

NSI#Fault Notification | NSI-0030#A
NSlI#Fault Resolution NSI-00404A
NSI#Fault Notification | NSI-00304#B
NSI#Fault Resolution NSI-0040#B

NSI#Intrusion Detection | NSI-0070#A
Notification

NSI#Intrusion Detection | NSI-0080#A
Notification

NSI#Intrusion Detection | NSI-0070#B
Notification

NSI#lntrusion Detection | NSI-0080#B
Notification

NSI#Load Analysis NSI-0060#A
Reports

NSI#Load Analysis NSI-00604B
Reports

NSI#User Data
Characterization




